
MailChannels Outbound Filtering delivers email from your web hosting 
servers while detecting and blocking compromised accounts and spam. 
Customers include leading web hosting companies, internet service 
providers, and web design agencies.

Outbound Filtering detects and automatically blocks email from 
compromised email accounts, hacked servers, and exploited WordPress 
plugins. Then, it sends you a notification so you can shut down the abuse. 
Less spam means email receivers are more likely to deliver email from your 
own customers to recipients’ inboxes.

As a cloud-based service, Outbound Filtering requires no hardware or 
software to install and maintain. You can use Outbound Filtering with any mail 
server or email service that supports SMTP authentication, including Exim, 
Postfix, G Suite, Office 365, Open-Xchange, Microsoft Exchange, SmarterMail, 
SendMail, IceWarp, and more!

Outbound Filtering integrates with common hosting panels including 
WHMCS, cPanel, and Plesk.
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MailChannels Outbound Filtering directs SMTP traffic through a series of analysis and filtering steps to identify the 
responsible sender, analyze message content, assess sender behavior, and then apply an appropriate rate limiting or 
blocking policy. Similar email is then grouped into pools for sending through IP addresses that are optimized for that 
type of traffic. Finally, responses from email receivers are automatically categorized to provide feedback that helps 
identify abuse and improve delivery.

Outbound Filtering

Eliminate IP blacklisting and solve  
email problems

Highlights:

Never worry about 
blacklisting — let our 
team worry about the 
challenges of getting your 
email delivered

Speed up abuse 
detection — identify 
compromised accounts 
so you can shut them 
down

Increase email 
deliverability — “smart 
host” your email to our 
SMTP infrastructure 
and take advantage of 
the best inbox rate in the 
industry

Improve your email deliverability while boosting security

100% cloud-based for easy setup and zero maintenance
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• No software to install nor hardware to 
maintain: it just works!

• Leading email experts with industry ties 
resolve delivery issues fast

• High quality, 24x7 support takes email issues 
out of your ticket queue

• Auto-scaling cloud-based deployment delivers 
extreme reliability and responsiveness

• Supports industry standard security, including 
opportunistic TLS, SPF, DKIM, DMARC

• World class commercial spam and phishing 
detection technology

• IP address pooling groups related traffic better
• Blacklist avoidance technology saves your 

users from the hassle of IP blacklisting forever
• Let MailChannels worry about email best 

practices so you can focus on other things

• Empower end users to solve their own delivery 
problems using MailChannels Insights™

• Shut down abusive accounts automatically 
using webhook monitors

• Let MailChannels worry about email 
authentication and security

• Usage-based billing on the amount of 
outbound email traffic

• Plans from $79.99/mo
• Month-to-month

Configure your mail server to relay through a 
“smart host”:
• Exim
• Postfix
• WHMCS
• cPanel
• Plesk

• Users
• Domains

Our support team is available 24 hours, 7 days a 
week to help with your service. Contact us for expert 
assistance in using your MailChannels solution to the 
fullest advantage.

Email: sales@mailchannels.com
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• qmail
• Exchange
• SmarterMail
• Sendmail
• IceWarp, and more!

• Shared Hosting Providers
• Mailbox Providers
• Web Design Agencies

Cloud-based Email Security
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24x7 support Contact us

Designed for

Unlimited

Features

• Servers

• Lightning-fast Log Search lets you find 
needles in haystacks

• Top Senders report shows you who sends the 
most email and spam from your servers

• Sender Profiles lets you drill down into a 
sender’s behavior over time


